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Back in the 1990s, when every day
was a sunny day and the future had
a dot-com after its name, it seemed

certain that by 2004 people would be vot-
ing online. The idea was simple: rather than
trudging out to the polling place, standing
in line, and pulling a lever, citizens could
log on from the comfort of their home,
prove their identity, click on their choice,
and play their part in American democracy,
all without putting their shoes on.

Well, the future is here, and our shoes
are still on. As a result of the controversy
surrounding the 2000 presidential elec-
tion, Congress passed the Help America

Vote Act, which made available nearly $4
billion for improving the nation’s voting
systems, and prompted many states to
consider the future of computerized and
Internet voting. Some limited trials of
online voting have been undertaken, most
notably in Arizona’s Democratic primary
in 2000 and in the Michigan primary this
year, but concerns about safety have kept
experiments to a minimum. In 2001, the
Internet Policy Institute carried out a
major review of the options for Internet
voting, financed by the National Science
Foundation. The study concluded, in no
uncertain terms, that “remote Internet

December 1, 2003 issue of Chemical and
Engineering News, did not settle the mat-
ter; in fact, Drexler and Smalley seemed to
be talking past each other. In the end,
Smalley stopped trying to win the debate
with scientific reasoning and resorted to
an emotional appeal, accusing Drexler of
conjuring up a nanotech “monster” that
has “scared our children.”

There is a kernel of truth in Smalley’s
claim: Drexler has been warning for years
about the potential risks of nanotechnolo-
gy. But until someone demonstrates
Drexler’s version of nanotechnology to be
scientifically unsound, it cannot just be
dismissed because it “scares our children.”

And children aren’t the only ones with
fears. Last year’s bill, in addition to
increasing funding for research, has also
committed to studies of the ethical, socie-
tal, educational, legal, and workforce
issues related to nanotechnology. Soon,
universities will have professional
nanoethicists making a living by pointing
out the dangers of nanotech. Several

health and safety studies related to nan-
otechnology are underway. Environmental
activists (including Prince Charles) have
already begun to fret, and some critics
have called for a complete moratorium on
nanotech research.

Very few technologies have been as
feared in advance as nanotechnology has
been. If Mark Modzelewski and Richard
Smalley really think Drexler’s ideas are
just frightening fantasies, then they should
quit the name-calling and welcome the
chance to disprove those ideas. The gov-
ernment’s feasibility study of molecular
manufacturing should be reinstated, and
the matter should be put to rest once and
for all. If Drexler’s ideas can be proven
definitively wrong, then we can relax in
our comfortable nano-pants. But if Drexler
is correct, there is much work to be done.
If the stakes are as high as Drexler and his
allies suggest, the world needs to get this
right the first time, for there is very little
room for mistakes.
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voting systems pose significant risk to the
integrity of the voting process and should
not be fielded for use in public elections
until substantial technical and social sci-
ence issues are addressed.”

The technical issues have especially to
do with security. If an Internet voting sys-
tem were hacked, the hackers would have
the power to alter election results, or at the
very least to place results in serious doubt
and dispute. Interested parties and oppos-
ing candidates might try to exploit the
weak security and pick the winner. And for
some malicious hackers—not to mention
terrorists—disrupting the fundamental
instrument of American democracy would
be a dream.

Another worry relates to fairness, and
the possibility of restricting voting to
those with computer skills and Internet
access. (Imagine a polling place that only
allowed those who could afford a comput-
er to vote.) It is also far from obvious
whether accommodating people who are
too lazy to leave their computer once every
few years to go vote would benefit
American democracy.

But daunting as the problems remain,
the appeal of Internet voting is great, par-
ticularly to voters who live far from
polling places and who could never be
accused of laziness—like American sol-
diers abroad. The Defense Department,
through its Federal Voting Assistance pro-
gram, has been developing a system called
the Secure Electronic Registration and
Voting Experiment, or SERVE. The sys-
tem was designed to be used on a trial
basis by some states during the 2004 pri-
mary election season, and then to be used
in the general election by Arkansas,
Florida, Hawaii, North Carolina, South
Carolina, Utah, and Washington, allowing
residents of those states who were sta-

tioned abroad to vote online from any
Internet-enabled computer. Eventually, it
was thought that the program could be
expanded to provide voting services to all
eligible overseas citizens, including both
civilians and military personnel and their
dependents—a population that exceeds
five million Americans.

But as the system was nearing its first
phase of use, a panel of government-com-
missioned experts released a report in
mid-January raising serious questions
about security. The panel concluded that
SERVE has “fundamental security prob-
lems that leave it vulnerable to a variety of
well-known cyberattacks, any one of which
could be catastrophic.” Such attacks, they
worried, “could have a devastating effect
on public confidence in elections.”

A new method of voting, the panel
argued, should not be allowed to introduce
serious new risks that were never otherwise
present. The SERVE system exposes the
election process to the dangers of viruses,
worms, hackers, and intruders, and gives up
too much security for the sake of conven-
ience. The problem, according to the
report, was not the fault of the Pentagon, or
of Accenture, the company that built the
SERVE system and software. Indeed, the
panel remained sanguine about the future
potential of such technology in any form,
writing that “there really is no good way to
build such a voting system without a radi-
cal change in overall architecture of the
Internet and the PC, or some unforeseen
security breakthrough. The SERVE project
is thus too far ahead of its time, and should
wait until there is a much improved securi-
ty infrastructure to build upon.”

Officials at the Pentagon were swayed by
the panel’s argument: On January 30,
2004, Deputy Defense Secretary Paul
Wolfowitz ordered that all efforts to move
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ahead with the SERVE project be halted,
at least until “it can be shown that the
integrity of the election results can be
assured.”

This cautionary course reflects a princi-
ple articulated in the first serious examina-
tion of online voting, the 2000 report of
the California Internet Voting Task Force,
a working group of election and computer
specialists organized by California’s
Secretary of State. The task force recom-
mended an “evolutionary” rather than
“revolutionary” strategy for the imple-
mentation of Internet voting: Before we
even consider the possibility of remote
voting over the Internet, computerized
voting systems should first be used in tra-
ditional polling places, where they can be
closely scrutinized and shown to be com-
pletely free of security vulnerabilities,
technical and otherwise.

But building an electronic voting
machine with chink-free armor has proven
immensely difficult. The voting machines
manufactured by Electronic Systems &
Software are presently under investigation
for losing ballots cast in elections in North
Carolina and Florida. And last year, two
other leading electronic voting companies,
Diebold and Sequoia, were left red-faced
when it was discovered that the propri-
etary code they developed for their voting

machines had been leaked over the
Internet. The leaks raised concerns that a
Trojan horse—code designed and surrep-
titiously implanted by hackers—could
alter the tabulation process in voting
machines, thereby affecting election
results. As a result, proponents of Internet
voting have argued that open source soft-
ware, rather than the proprietary software
of Diebold and Sequoia, is the only way to
allow public oversight of elections and
ensure that voting machines are tabulating
and registering votes the way that voters
had intended.

But even open source software isn’t suf-
ficient, says Rebecca Mercuri, an Internet
voting analyst at Harvard’s Kennedy
School of Government. “To have a fair,
democratic election, there has to be a visi-
ble, transparent way of performing
recounts and confirming that ballots have
been correctly cast.” Electronic voting
machines, let alone personal home com-
puters, presently offer no way of perform-
ing an independent audit of election
results to insure that votes were recorded
in the way voters had originally intended.

The concept of electronic and online
voting still makes some sense in principle,
but as long as practical problems of this
scope remain, it may truly be “too far
ahead of its time.”

Ever since Pong first appeared in
American homes and shopping
mall arcades in the 1970s, video

games have occupied a prominent place in
American life. Today, video games are
something of an institution: The market
for gaming software and hardware (not

including computers) has been estimated
at upwards of $10 billion—more than
movie industry profits at the box office. As
video games acquire greater capabilities to
simulate “real” life, they are likely to out-
strip Hollywood even further as America’s
choice source of popular entertainment.

Life is Just a Game
The Rise of Video Games in American Culture
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