the connections it drew between race and
intelligence. In a recent message to an
online mailing list, Murray wrote, “As the
HapMap project gets underway, this
would seem to be a good time to put bets
on the table regarding how the results will
affect the ongoing debate about whether
race is a valid and/or useful construct.”
Murray believes that “the HapMap results
will move the current consensus toward
the traditional end. Race will regain credibility as a useful, albeit imprecise, way to
categorize human beings.”
Another possible source of contention
relates to the development of patentable
new treatments. A decade ago, the Human
Genome Diversity Project ran into similar
difficulties in its effort to map genetic variations across ethnic groups, and the project
was scrapped before its completion, after
coming under heavy fire from groups in
the Third World concerned that Western
pharmaceutical companies aimed to profit
from the genomes of the underprivileged.
The HapMap project also faces more conventional scientific objections. A number of
prominent geneticists have argued that the
project is based on very recent and still
uncertain discoveries, and that such a massive
investment of time and money is unwise.
Some have also expressed suspicion that
the importance of these massive biotech

research projects—first the genome, now
the HapMap—is disingenuously hyped
just to keep the grant money flowing.
These critics suggest that the HapMap
project exists largely because the major
genome research centers formerly
involved in the Human Genome Project
are now in need of work and must offer
some justification for their massive budgets. Dr. Francis Collins, who heads the
NIH’s National Human Genome Research
Institute, flatly disagrees: “I completely
reject the idea that this is a make-work
project for the genome centers.”
Whatever the motivations or ambitions
driving this new project, it will surely
make work for Collins and the genome
mappers. In the wake of the Human
Genome Project, the HapMap offers a new
hook on which to hang the high hopes of
genetic research and medicine. It also
demonstrates that one of the implicit suppositions of the Human Genome Project—
that the genetic code could be “deciphered”
by being broken down into its most basic
components—is not quite right. It now
appears that blocks of genes, and their
arrangements, have as much to do with the
expression of normal and abnormal traits
as individual genes and their locations in
the genome. Even genetic wholes are not
entirely the sum of their parts.

Satellites at Risk
The Next Homeland Security Challenge May Be in Space

E

ven before the attacks of
September 11, 2001, the growing
threat of international terrorism
prompted lawmakers to reevaluate the
nation’s approach to protecting its critical
infrastructure. But a recent study by the
General Accounting Office suggests that

we have left one critical element of our
communications infrastructure dangerously unprotected: our commercial satellites.
For most commercial purposes, the current basic security protections for satellites
are adequate. But federal agencies frequently use commercial satellites, and at present
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they must abide the low security standards
even when using the satellites for national
security purposes.
The GAO study, dated August 2002 but
not widely published or reported until
October, lists the potential threats facing
satellites. Although hardened against the
rigors of space—like radiation and debris—
commercial satellites are still vulnerable to
attacks from the ground, including “jamming” (blocking communication between a
satellite and the ground) and “spoofing”
(sending unauthorized signals to a satellite).
These techniques can be used to disrupt a
satellite’s normal operations, to hijack a
satellite, or even to destroy a satellite by
sending false commands that could cause it
to tumble from its orbit.
These are not just hypothetical threats.
The study describes several incidents in
which satellite services used for television,
pagers, and GPS were hacked, jammed, or
otherwise disrupted. And even when satellites aren’t sabotaged, satellite traffic can be
snooped on. The study reports that federal
agencies like NASA and the FAA often don’t
encrypt satellite communications, both
because of cost concerns and because the
information being transmitted isn’t sensitive. The military tends to use advanced
encryption to protect its sensitive satellite
communications, but sometimes there are
slip-ups—as was the case in the summer of
2002, when it was revealed that live video
streams from manned and unmanned surveillance planes in the Balkans were being
transmitted unencrypted over a commercial
satellite, readily accessible to anyone with
regular satellite TV equipment.
Although the Pentagon emphasized that
the video feed from the spy planes didn’t
compromise any critical information, that
episode highlights the potential dangers of
our military’s reliance on vulnerable com-

mercial satellites. The Department of
Defense uses commercial satellites “to fulfill
its communications and information transmission requirements for non-mission-critical data and to augment its military satellite
capabilities,” according to the GAO study.
During the Desert Shield/Desert Storm
conflict, commercial satellites carried 45
percent of all communications between the
U.S. and the Persian Gulf region. Soon
thereafter, during the operations in Somalia,
there were no American satellites available
to cover the region—neither military nor
commercial—so Russian commercial satellites were used instead.
According to one Department of Defense
official cited in the GAO study, the military’s
“reliance on commercial satellites is expected to grow through 2020.” Despite that
reliance, the military and all the other federal agencies that use satellites only constitute
one-tenth of the commercial satellite market. As a result, commercial satellite companies have had little incentive to undertake
the costly extra security measures that their
private customers don’t need. For instance, a
government policy that went into effect in
early 2001 requires the use of encryption
technology on any commercial satellite
transmitting national security information—but the GAO study says that “no commercial satellite is currently fully compliant”
with the policy, since there is “no business
case for voluntarily” following it and no
mechanism for enforcing it.
Lurking in the wings is also an entirely
new class of threat: space-based attacks on
satellites. “Potential space-based weapons
include interceptors, such as space mines
and orbiting space-to-space missiles, and
directed-energy weapons” like lasers. This
may sound like science fiction, but it makes
sense for potential enemies to seek new
ways to exploit our growing dependence on
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satellites. By crippling key satellites, enemies
could disrupt commerce and civil society
and vastly degrade our military capability.
This is why the Pentagon has paid
increasing attention to defending our
assets in space. Before becoming Secretary
of Defense, Donald Rumsfeld served as
chairman of the Commission to Assess
United States National Security Space
Management and Organization. According
to that commission’s report, issued in early
2001, the U.S. is “more dependent on space
than any other nation,” but we haven’t
made space defense a priority. Our assets in

space make an “inviting target,” the report
said, and we are “an attractive candidate for
a ‘Space Pearl Harbor.’”
The commission made several suggestions related to bureaucratic reorganization, and it also recommended that the
Department of Defense start to develop
and deploy “systems in space to deter
attack on and, if deterrence should fail, to
defend U.S. interests on earth and in space.”
Many of the commission’s recommendations are beginning to be implemented
directly or reflected in Pentagon budget
requests.

Are We Ready for Terror?
The Latest Hart-Rudman Report and What It Missed

A

merica remains dangerously unprepared to prevent and respond to a
catastrophic terrorist attack on U.S.
soil.” That’s the verdict of a task force set
up by the Council on Foreign Relations to
study the country’s readiness for an attack
involving weapons of mass destruction.
The task force was led by Gary Hart and
Warren Rudman, the two former Senators
who had previously worked together as cochairmen of a commission on national
security. In its final report—released a
half-year before the September 11 attacks—
that previous commission called for the
creation of a homeland security agency.
Now, more than a year after the attacks,
the new Hart-Rudman task force has made
a series of recommendations on how,
among other things, to use technology to
prepare for future acts of terrorism.
One of the most urgent recommendations in the task force’s report is to put
new equipment in the hands of the emergency personnel who would be the first
responders in case of a terrorist attack. In

addition to the protective gear normally
used by firefighters, emergency personnel
need specialized equipment to protect
against chemical and biological attacks—
as well as training in how to use and maintain the equipment. Only a fraction of the
country’s 9 million first responders have
had any hands-on training with live chemical agents and other weapons of mass
destruction. Such training is essential if
emergency personnel are to respond effectively to future attacks, especially in the
critical early hours before better-trained
and better-equipped federal personnel
arrive on the scene.
The task force also made recommendations regarding the use of information and
communication technologies. The report
calls for a “twenty-four-hour operations center in each state” that would monitor federal and international databases to determine
whether suspects held by police should be
kept in custody. It recommends replacing
the conventional radio equipment used by
police and firefighters with new technolo-
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